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Innovations 

Many innovations but some already exist in 
Denmark, Switzerland or the UK. 

So we settled on 4: 
1. The X-Road 
2. The Estonian Identity System  
3. Citizen control of data sharing 
4. Family doctors seeing hospital data 

 



#1   The X-road 

A system of encryption software and security servers 
that allows exchange of sensitive data across the 
public internet. 

 
• Key enabler of healthcare integration 

– Links all state and private providers to the national clinical portal. 
– Each message is signed, authenticated and time stamped. 

• Now moving to Blockchain-based encryption for even 
greater security. 

• Finland planning to adopt the technology. 
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#2   Estonian identity system 

Many functions including: 
• Authenticating 

– The national health 
insurance card. 

– Accessing government 
databases eg patient clinical 
portal. 

– Picking up e-Prescriptions. 

• Signing 
– legal equivalence to writing 

since 2000 

 

The best developed ID 
system in the world: 
• ID Card  
• Mobile ID 



• Aiming to move to SIM-free 
mobile ID 
 

• Japan planning to adopt the same 
identity system 
 
 
 



#3 Citizen control over data sharing 
National portal shows the citizen some of the data that the state holds 

about them. 
• Show’s who’s seen their data 
• Allows citizen to mask and reveal data in various ways 



Some options 
• Can hide all data from 

all clinicians. 
• Can hide specific 

documents from all 
clinicians. 

• Can hide data from a 
specific clinician – eg a 
relative. 

• Can allow other 
people to see your 
record – eg your 
spouse. 



#4 Family doctors seeing hospital data 

• Many hospitals have their own clinical portals. 
• A family doctor can access hospital data on 

patients registered to them as an individual 
doctor. 
– If patient sees another doctor the name of the 

registered doctor can be changed. 
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